NetKeeper

Keep Network Secure, Keep Management Easy, Keep Application Enforced

8% BroadWeb

EmpowerYour Network Security

The NetKeeper Intrusion Prevention System is capable of providing a total protection mechanism against intruders, hackers, and the rapid emergence
of new vulnerabilities. It encapsulates the worlds most technologically advanced, award-winning IPS solutions to satisfy all of the business entities,
educational facilities and governmental agencies. This ASIC-based intrusion prevention system, with intelligent and proactive blocking and filtering against
the most ubiquitous cyber attacks in real-time. The AppEnforcer ™ Engine enables organizations to manage security policies and aggregate reports for IM,
P2P and popular application traffic across distributed enterprise environments. The deep layer-7 classification engine provides a precise and granular
control such as each IM function can be individually allowed, blocked, or bandwidth limited.

World-Class Protection

Network Infrastructure
Protection

Keep Eyes on
Intrusion Evasions

Application
Enforcement

Enterprise Management

Operation Modes

Device Access Control

Spyware Protection

2000+ signatures created by NSS+ ICSA Certificated
Broadweb Security Service Team (BSST) protect your network
safety from

Client/Server Vulnerabilities

DDoS/DoS

Worms/Viruses

Backdoor/Trojan Horse

Shellcode

Localized Exploits

Stateful Traffic/Protocol Anomalies
Flooding

Port/IP Scanning

L4 Access Control Lists

IP/TCP/SUNRPC/SMB/MSRPC

Tiny Fragments

Retransmission

Disguise

Whisker

FTP Bounce

FTP command with Telnet OPcode inserted
Back Orifice

Block the threats distributed by P2P/IM
Bandwidth and Quota limit

Prioritize Bandwidth for Critical Applications
Full Coverage on Public and Local Applications
Role-based management by CIDR groups

Manage Multiple Broadweb Systems
Friendly Policy Customization

Full Power Private Signature Definable
At-A-Glance Dashboard

Real-Time Monitoring

Event List and Statistics

Automatic Advance Customizable Reporting
Hot Mail Alerting

Support Syslog for thirty party systems
Capture Packets for Analyze on Events

Inline (Active Protection)
Monitor (Passive Detection)
Bypass (Forwarding)

Restrict Device Access by Addresses
Ping
SSH
SNMP

Prevents the installation of spyware modules
Prevents the communication of spyware applications to
their reporting sites

High Availability

Device Health Monitoring

Granular Management

Reporting

Traffic Analysis
Techniques

Intrusion Prevention
Responses

Application Enforcement
Responses

L4 Access Control Lists

Traffic Mirroring

Keep Protection Up
To Date

Custom Signature
Support

World Class Suppor

Hot Swappable Dual Power Supplies

Layer 2 Fallback

Zero Power High Availability

Active-Active or Active-Passive Stateful Redundancy
Link Fault Transparency

Local Console Interface
BEMS Web Interface
SNMP Trap to third-party system

Policy per device
Policy per segment
Policy per VLAN tag
Policy per CIDR Group

Easily make hierarchical statistics and ladders reports by rich
constraints on demand

Powerful predefined Report Schemes

Advance Flexible Reports by SQL Commands

Support CVS or HTML formats

Protocol Analysis (100+ network and application protocols)
RFC compliance

IP defragment

TCP reassembly

SMB reassembly

MSRPC PDU reassembly

Statistical Analysis

Signature Matching

Block

Ignore

Log

Capture Packet
Monitor

Email

Block

Ignore

Log

Monitor
Bandwidth Limit
Quota Limit

Rules based on IP Addresses, TCP/UDP Ports, ICMP Type,
Code

Block

Log

Monitor

Bandwidth Limit

Quota Limit

Extended with third-party Content Auditing Systems

Automatically Early Signature Update to against new threats by
BSST vulnerability-based research

Yes

24/7 protections, service and support












