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Module： NetKeeper Pattern 8.016 Release Notice 

Total Number of Signatures ： 3030 

Release Date：  2010/12/31 

Applicable Models ： 

NK3500(NK3510,NK3550),NK5600,NK5500,NK5900, 

NK6000(NK6210C/G/F),NK7210,NK7300,GNK Pro,NK8210,NK8220  

Signature update 8.016： New added Signature(s):  

1063225 P2P BT-BitSpirit Version Check via TCP -1 
1063205 P2P BitTorrent BitComet Version Check via TCP -1 
1063209 P2P eDonkey-eMule VeryCD Version Check via TCP -1 
1063211 P2P eDonkey-eMule/Vagaa Version Check via TCP -1 
1062403 P2P eDonkey-eMule/Vagaa SG Trigger -UDP 
1063215 P2P Gnutella-Foxy communicate via TCP-5 
1063224 P2P Thunder Series Version Check via TCP -1 
1063222 P2P Soulseek download attempt via TCP -1 
1063236 MEDIA Streaming Data media via UDP-11 
1063242 SOCIAL Facebook Applications access via TCP 
1063240 SOCIAL Facebook Plug-in access via TCP 
1063241 SOCIAL Facebook Post access via TCP 

Signature update 8.016：Modified Signature(s):  

1110608 VULN Microsoft Exchange Server Outlook Web Access script injection -1-1 
1090950 Microsoft JPEG Processing Buffer Overflow 
1090949 Microsoft Internet Explorer Malformed GIF File Double Free 
1057833 EXPLOIT Microsoft Office Excel MDXTUPLE Record Heap overflow 
1054934 VULN Apache HTTP Server mod isapi Dangling Pointer remove code execution 
1054783 EXPLOIT Mozilla Multiple Products JavaScript String Replace overflow 
1054673 EXPLOIT MS IE 8 on Windows 7 DEP technically impressive exploit 
1054632 VULN SAP GUI SAPBExCommonResources ActiveX remove code execution 
1054207 WORM Conficker on HTTP Search -2 
1054206 WORM Conficker on HTTP Search 
1054205 WORM Conficker on HTTP 
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1054203 DOS ISC DHCP Server Zero Length Client ID denial of service 
1054201 EXPLOIT Apple Safari Webkit Attribute Child Removal Code execution 
1054194 EXPLOIT Sun Java System Web Server WEBDAV Stack Buffer Overflow overflow 
1054192 EXPLOIT IBM DB2 Database Server SQL REPEAT Buffer overflow 
1054190 EXPLOIT HP Power Manager formExportDataLogs Directory Traversal exploit 
1054189 EXPLOIT Adobe Acrobat and Reader JpxDecode Memory Corruption exploit 
1054187 EXPLOIT PostgreSQL Bit Substring Buffer Overflow overflow 
1054186 INJECTION Oracle WebLogic Server Node Manager Command Execution connect 
1054185 VULN Nginx error file type analysis access 
1054184 EXPLOIT Oracle Backup observiced.exe Buffer overflow 
1054181 DOS Novell Netware AFP Remote Denial of Service 
1054180 EXPLOIT Oracle Backup observiced.exe Buffer Overflow overflow 
1054179 EXPLOIT Microsoft Windows MPEG Layer-3 Audio Decoder Stack overflow 
1054178 DOS Microsoft Windows SMTP Service MX Record Denial Of Service attack 
1054177 EXPLOIT Microsoft Windows 2000 Media Services Stack overflow 
1054175 EXPLOIT Microsoft Windows SMB Client Transaction overflow 
1054083 EXPLOIT Internet Explorer XML Core Services HTTP Request Handling exploit 
1054082 EXPLOIT Internet Explorer VML Fill Method Code Execution exploit 
1053975 VULN Apple Safari Right-to-Left Text Rendering exploit 
1053945 VULN Microsoft Internet Explorer Invalid Pointer remove code execution 
1053908 EXPLOIT IBM Informix Dynamic Server librpc dll Multiple overflow 
1053906 VULN HP OpenView OVPI helpmanager Servlet remove code execution 
1053567 VULN Apple Safari HTML Image Element exploit 
1053155 WEB Sql injection command SP_ attempt 
1053143 VULN Apple Safari CSS format Argument exploit 
1052632 EXPLOIT Samba SWAT Base64 Decoder Buffer Overflow 
1051501 Backdoor New silencer active 
1051500 Backdoor Network terrorist 1.31 active 
1051499 Backdoor NetTrash 1.01 active 
1051498 Backdoor NetTrash 1.0 active 
1051497 Backdoor NetTaxi 1.8 active 
1051496 Backdoor NetSphere 1.31 active 
1051495 Backdoor NetSphere 1.30 active 
1051494 Backdoor NetSphere 1.28 active 
1051493 Backdoor NetSphere 1.27 active 
1051492 Backdoor Netcontroller active 
1051491 Backdoor NetBus pro 2.0 & 2.01 active 
1051490 Backdoor Net spy 2.0 active 
1051489 Backdoor Net raider 0.0 active 
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1051488 Backdoor Net metropolitan 1.04 active 
1051487 Backdoor Net metropolitan 1.0 active 
1051486 Backdoor Net devil 1.0 active 
1051484 Backdoor Mosucker 2.0 active 
1051483 Backdoor Mosucker 1.0 active 
1051482 Backdoor Mosuck 1.1 active 
1051481 Backdoor Moon pie 1.3 active 
1051480 Backdoor Moon pie 1.0 active 
1051479 Backdoor MNEAH trojan 1.0 active 
1051478 Backdoor Mini oblivion 0.1 active 
1051477 Backdoor Mini asylum 1.1 active 
1051476 Backdoor Ruler 1.41 active 
1051475 Backdoor Remote Ripperz controller 1.1 active 
1051474 Backdoor Remote revise 1.15 active 
1051473 Backdoor Remote revise 1.0  active 
1051472 Backdoor Remote process monitor 1.0 active 
1051469 Backdoor Remote explorer 1.0 active 
1051468 Backdoor Remote boot tool 1.0 active 
1051466 Backdoor R3C active 
1051465 Backdoor R0xr4t 1.0 active 
1051464 Backdoor Qwertos RAT 0.2 active 
1051460 Backdoor Prosiak 0.70 active 
1051459 Backdoor Prosiak 0.65 active 
1051458 Backdoor Prosiak 0.47 active 
1051457 Backdoor Project next 0.5.3  active 
1051455 Backdoor Private port 1.0 active 
1051454 Backdoor Priority active 
1051452 Backdoor Microspy 1.0  active 
1051448 Backdoor Masters of paradise 
1051446 Backdoor Massaker 1.0  active 
1051445 Backdoor Mantis 1.1  active 
1051444 Backdoor Mantis 1.0  active 
1051443 Backdoor M2 trojan 1.25 active 
1051442 Backdoor Lithium 1.0  active 
1051439 Backdoor Latinus 1.5  active 
1051438 Backdoor Latinus 1.4  active 
1051437 Backdoor Latinus 1.3  active 
1051436 Backdoor Latinus 1.2 active 
1051434 Backdoor Kuang 2  active 
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1051432 Backdoor Kid terror 1.0  active 
1051431 Backdoor Intruzzo  active 
1051430 Backdoor Internalreviise 1.0  active 
1051428 Backdoor Infra trojan active 
1051427 Backdoor Infector 1.0  active 
1051426 Backdoor InCommand 1.4 active 
1051425 Backdoor InCommand 1.3  active 
1051423 Backdoor InCommand 1.1  active 
1051422 Backdoor InCommand 1.0 active 
1051421 Backdoor Hydroleak -1 active 
1051419 Backdoor Hellz addition 1.20e -1 active 
1051418 Backdoor Hell-Driver -1 active 
1051417 Backdoor Hackers world 2.0.3 -1 active 
1051416 Backdoor Dark connection 1.2 -1 active 
1051415 Backdoor CAFEiNi 0.8 -1  active 
1051403 RPC Rpcexp 
1051391 Backdoor BackOrifice 2000 1.0 active 
1051382 NetBIOS date and time enumeration 
1051375 HTTP IIS htr overflow 
1051374 HTTP IIS WebDAV Ne0 
1051371 DOS WINNUKEbyBruce 
1051365 DOS Nuke 
1051359 DOS Arnudp 
1051358 Backdoor Vagr nocker 1.2 active 
1051357 Backdoor Uploader active 
1051356 Backdoor Undetected 3.3 active 
1051355 Backdoor Undetected 3.2 active 
1051354 Backdoor Undetected 3.1 active 
1051353 Backdoor Undetected 2.3 SE active 
1051351 Backdoor UltimateRAT 1.0 active 
1051350 Backdoor Ullysse active 
1051349 Backdoor Truva 1.2 active 
1051348 Backdoor Tron active 
1051347 Backdoor Trojan spirit 2001 1.2 active 
1051346 Backdoor Trojan cow 1.0 active 
1051345 Backdoor TransScout 1.2 active 
1051344 Backdoor TransScout 1.1 active 
1051343 Backdoor Thing 1.6 active 
1051342 Backdoor Thing 1.5 active 
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1051341 Backdoor Thing 1.11 active 
1051340 Backdoor Thing 1.1 active 
1051339 Backdoor The unexplained 1.0 active 
1051338 Backdoor Revenger 1.0 active 
1051337 Backdoor GirlFriend 1.3 active 
1051336 Backdoor Gift 2.5 active 
1051335 Backdoor Ghost 2.3 active 
1051334 Backdoor Ghost 2.2 active 
1051333 Backdoor G-Spot tight 1.5 active 
1051328 Backdoor Fore 1.0 active 
1051327 Backdoor Forced entry 1.1 active 
1051325 Backdoor F-Backdoor 1.3 active 
1051323 Backdoor F-Backdoor 0.8 active 
1051321 Backdoor Exploiter 1.0 active 
1051320 Backdoor Executor active 
1051319 Backdoor EventHorizon active 
1051318 Backdoor Eclypse 1.0 active 
1050362 IM MSN login via TCP -1 
1051207 IM MSN login via TCP -2 
1051251 IM MSN login via TCP -3 
1053011 IM MSN login via TCP -4 
1050363 IM MSN communicate via TCP -1 
1050367 IM MSN communicate via TCP -2 
1051240 IM MSN communicate via TCP -3 
1051719 IM MSN communicate via TCP -4 
1052078 IM MSN-Simp Lite communicate via TCP -1 
1052905 IM MSN communicate via TCP -5 
1062451 IM MSN communicate via TCP -6 
1050935 IM MSN transfer via TCP -1 
1051983 IM MSN transfer via TCP -2 
1052038 IM MSN transfer via UDP -1 
1052589 IM MSN transfer via TCP -3 
1061817 IM MSN media-audio via TCP -9 
1061818 IM MSN media-video via TCP -2 
1051828 IM MSN media-audio via TCP -1 
1051830 IM MSN media-video via TCP -1 
1053207 IM MSN media-audio via TCP -2 
1053208 IM MSN media-audio via TCP -3 
1053209 IM MSN media-audio via TCP -4 
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1053210 IM MSN media-audio via TCP -5 
1053212 IM MSN media-audio via TCP -6 
1062415 IM MSN game via TCP -4 
1052022 IM Yahoo login via TCP -1 
1052029 IM Yahoo login via TCP -2 
1052084 IM Yahoo login via TCP -3 
1052924 IM Yahoo login via TCP -4 
1051211 IM Yahoo communicate via TCP -1 
1052017 IM Yahoo communicate via TCP- 2 
1052052 IM Yahoo communicate via TCP -3 
1052053 IM Yahoo communicate via TCP- 4 
1052083 IM Yahoo communicate via TCP -5 
1052085 IM Yahoo communicate via TCP- 6 
1052086 IM Yahoo communicate via TCP -7 
1051086 IM Yahoo transfer via TCP -1 
1051087 IM Yahoo transfer via TCP -2 
1051817 IM Yahoo transfer via TCP -3 
1051929 IM Yahoo transfer via TCP -4 
1051930 IM Yahoo transfer via TCP -5 
1051959 IM Yahoo transfer via TCP -6 
1051813 IM Yahoo media-video via TCP -1 
1051923 IM Yahoo media-video via TCP -3 
1052016 IM Yahoo media-audio via TCP -1 
1054125 IM Yahoo media-video via TCP -2 
1051084 IM Yahoo access via TCP -1 
1051085 IM Yahoo access via TCP -2 
1051780 IM Yahoo access via TCP -3 
1051120 IM AIM/ICQ/iIM login via TCP -1 
1051221 IM AIM/ICQ/iIM login via TCP -2 
1051699 IM AIM/ICQ/iIM login via TCP -3 
1051922 IM AIM/ICQ/iIM login via TCP -6 
1053115 IM AIM/ICQ/iIM login via TCP -8 
1053116 IM AIM/ICQ/iIM login via TCP -7 
1061814 IM AIM/ICQ/iIM login via TCP -4 
1061815 IM AIM/ICQ/iIM login via TCP -5 
1050359 IM AIM/ICQ/iIM communicate via TCP -1 
1051121 IM AIM/ICQ/iIM communicate via TCP -2 
1051219 IM AIM/ICQ/iIM communicate via TCP -3 
1051898 IM AIM/ICQ/iIM communicate via TCP -4 
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1052071 IM AIM/ICQ/iIM communicate via TCP -5 
1052072 IM AIM/ICQ/iIM communicate via TCP -6 
1052073 IM AIM/ICQ/iIM communicate via TCP -7 
1051702 IM AIM/ICQ/iIM transfer via TCP -1 
1051909 IM AIM/ICQ/iIM transfer via TCP -2 
1052055 IM AIM/ICQ/iIM transfer via TCP -3 
1052077 IM AIM/ICQ/iIM transfer via TCP -4 
1051808 IM AIM/ICQ/iIM media-video via TCP -1 
1051809 IM AIM/ICQ/iIM media-video via TCP -2 
1052011 IM AIM/ICQ/iIM media-audio via TCP -1 
1052012 IM AIM/ICQ/iIM media-video via TCP -3 
1052013 IM AIM/ICQ/iIM media-audio via TCP -2 
1052074 IM AIM/ICQ/iIM media-audio via TCP -3 
1052075 IM AIM/ICQ/iIM media-audio via TCP -4 
1052076 IM AIM/ICQ/iIM media-video via TCP -4 
1052099 IM AIM/ICQ/iIM media-video via TCP -5 
1053020 IM AIM/ICQ/iIM media-audio via TCP -5 
1052031 IM QQ&TM login via TCP -3 
1052032 IM QQ&TM login via TCP -4 
1052054 IM QQ&TM login via TCP -5 
1052834 IM QQ&TM login via TCP -10 
1052835 IM QQ&TM login via TCP -11 
1052836 IM QQ&TM login via TCP -12 
1053222 IM QQ&TM login via UDP -2 
1053432 IM QQ&TM login via UDP -3 
1053595 IM QQ&TM login via UDP -4 
1053656 IM QQ&TM login via UDP -5 
1052056 IM QQ&TM transfer via TCP -1 
1052057 IM QQ&TM transfer via UDP-1 
1052059 IM QQ&TM transfer via UDP -2 
1052062 IM QQ&TM transfer via TCP -2 
1052091 IM QQ&TM transfer via TCP -3 
1052619 IM QQ&TM transfer via UDP -3 
1052622 IM QQ&TM transfer via UDP -4 
1052624 IM QQ&TM transfer via UDP -5 
1052838 IM QQ&TM transfer via UDP -6 
1053423 IM QQ&TM transfer via UDP -7 
1053424 IM QQ&TM transfer via TCP -4 
1051773 IM Odigo login via TCP -1 
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1051897 IM Odigo login via TCP -2 
1052033 IM Odigo login via TCP -3 
1052036 IM Odigo login via TCP -4 
1051744 IM IRC login via TCP -1 
1051954 IM IRC transfer via TCP -1 
1051873 IM Rediff BOL login via TCP -1 
1052034 IM Rediff BOL login via TCP -2 
1052607 IM Rediff BOL login via TCP -3 
1051874 IM Rediff BOL communicate via TCP -1 
1051877 IM Rediff BOL communicate via TCP -2 
1051875 IM Rediff BOL transfer via TCP -1 
1051876 IM Rediff BOL media-audio via TCP -1 
1052103 IM Jabber-GoogleTalk login via TCP -1 
1052293 IM Jabber-GoogleTalk login via TCP -2 
1052923 IM Jabber-GoogleTalk login via TCP -3 
1052105 IM Jabber-GoogleTalk media-audio via TCP -1 
1052294 IM Jabber-GoogleTalk media-audio via TCP -2 
1052603 IM Gadu-Gadu login via TCP -1 
1053205 IM Gadu-Gadu login via TCP -2 
1051703 IM Hello login via TCP -1 
1052726 IM POPO login via TCP -1 
1052728 IM POPO login via TCP -2 
1053342 IM POPO login via TCP -3 
1052732 IM POPO transfer via TCP -1 
1053592 IM POPO transfer via  UDP -1 
1052779 AP State - IM POPO message with encryption connect 0-1 
1052780 AP State - IM POPO message with encryption connect 1-2 
1052781 AP State Flow - IM POPO message with encryption connect 2-F/Flow 
1053136 IM Tlen login via TCP-1 
1053196 IM Wlt login via TCP -1 
1053193 IM RenRen login via TCP -1 
1053194 IM 263Car login via TCP -1 
1053219 IM IPMSG login via UDP -1 
1053190 IM AliWW login via TCP -1 
1053191 IM AliWW login via TCP -2 
1053466 IM AliWW login via TCP -3 
1053664 IM AliWW transfer via TCP -1 
1053203 IM Kubao login via TCP -1 
1053316 IM Kubao login via TCP -2 
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1053197 IM Lava login via TCP -1 
1053199 IM PaltalkScene login via TCP -1 
1053198 IM Jaber-UcTalk/UTGame login via TCP -1 
1053228 IM Jaber-UcTalk/UTGame login via UDP -1 
1053268 IM Jaber-UcTalk/UTGame login via TCP -2 
1053447 IM Jaber-UcTalk/UTGame login via UDP -4 
1053450 IM Jaber-UcTalk/UTGame login via UDP -2 
1053624 IM Jaber-UcTalk/UTGame login via UDP -3 
1053695 IM Jaber-UcTalk/UTGame login via TCP -3 
1053218 IM WinpopupX login via UDP -1 
1053217 IM ZXMessenger login via TCP -1 
1053206 IM Icuii login via TCP -1 
1053200 IM ISPQ login via TCP -1 
1053461 IM Caihong login via TCP -1 
1053446 IM Myspace login via TCP -1 
1053701 IM Digsby login via TCP -1 
1053702 IM Heyyo login via TCP -1 
1053708 IM Alicall login via UDP -1 
1053709 IM Alicall login via TCP -1 
1053721 IM Baidu Hi login via TCP -1 
1053722 IM Teltel login via SSL -1 
1050417 P2P BT-BitTorrent transfer via TCP -1 
1052023 P2P BT-BitTorrent transfer via TCP -3 
1052972 P2P BT-BitTorrent transfer via TCP -5 
1053018 P2P BT-BitTorrent transfer via TCP -6 
1053180 P2P BT-BitTorrent transfer via TCP -7 
1053226 P2P BT-BitTorrent transfer via TCP -8 
1053367 P2P BT-BitTorrent Bitcomet transfer via TCP -1 
1053870 P2P BT-BitTorrent transfer via TCP -11 
1054069 P2P BT-BitTorrent transfer via TCP -12 
1050418 P2P BT-BitTorrent Handshake access via TCP -1 
1051724 P2P BitTorrent announce request-udp 
1052968 P2P BitTorrent announce request-udp -2 
1051725 P2P BT-BitTorrent Handshake access via UDP -1 
1052027 P2P BT-BitTorrent access via UDP- 1 
1052819 P2P BT-BitTorrent access via UDP- 2 
1053015 P2P BT-BitTorrent access via UDP- 3 
1053230 P2P BT-BitTorrent access via TCP -1 
1052743 AP State - P2P BitTorrent encrypted connection 0-1 
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1052744 AP State - P2P BitTorrent encrypted connection 1-2 
1052745 AP State Flow - P2P BitTorrent encrypted connection 2-F/Flow 
1052746 AP State - P2P BitTorrent encrypted connection 1-3 
1052747 AP State Flow - P2P BitTorrent encrypted connection 3-F/Flow 
1052748 AP State Flow - P2P BitTorrent encrypted connection 3-F-2/Flow 
1052749 AP State - P2P BitTorrent encrypted connection 0-4 
1052750 AP State - P2P BitTorrent encrypted connection 4-5 
1052751 AP State Flow - P2P BitTorrent encrypted connection 5-F/Flow 
1052752 AP State - P2P BitTorrent encrypted connection 0-6 
1052753 AP State - P2P BitTorrent encrypted connection 6-7 
1052754 AP State - P2P BitTorrent encrypted connection 7-8 
1052755 AP State Flow - P2P BitTorrent encrypted connection 8-F/Flow 
1052795 AP State Flow - P2P BitTorrent encrypted connection 3-F-3/Flow 
1051791 P2P WinMX transfer via TCP -1 
1051213 P2P DirectConnect transfer via TCP -1 
1051900 P2P DirectConnect $Supports access via TCP -1 
1051901 P2P DirectConnect $GetNickList access via TCP -1 
1051243 P2P PP2008/PP365 login via TCP -1 
1053440 P2P PP2008/PP365 login via UDP -1 
1051244 P2P PP2008/PP365 communicate via TCP -1 
1053363 P2P PP2008/PP365 transfer via TCP -1 
1051685 P2P eDonkey login server via TCP -1 
1051937 P2P eDonkey-Overnet Publish communicate via UDP -1 
1051998 P2P eDonkey Hello communicate via TCP -1 
1052024 P2P eDonkey Request parts communicate via TCP -1 
1052058 P2P eDonkey Hello answer communicate via TCP -2 
1052887 P2P eDonkey-eMule VeryCD access via UDP -1 
1053225 P2P eDonkey-eMule VeryCD access via TCP -1 
1061710 P2P eDonkey-eMule VeryCD access via TCP -2 
1061726 P2P eDonkey-eMule VeryCD access via UDP -2 
1061727 P2P eDonkey-eMule VeryCD access via UDP -3 
1052782 AP State - P2P eDonkey encrypted connection 0-1 
1052783 AP State - P2P eDonkey encrypted connection 1-2 
1052784 AP State Flow - P2P eDonkey encrypted connection 2-F-a/Flow 
1052785 AP State - P2P eDonkey encrypted connection 1-3 
1052786 AP State Flow - P2P eDonkey encrypted connection 3-F/Flow 
1052884 AP State - P2P eDonkey encrypted connection 0-4 
1052885 AP State - P2P eDonkey encrypted connection 4-5 
1052886 AP State Flow - P2P eDonkey encrypted connection 5-F-a/Flow 
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1052888 AP State - P2P eDonkey encrypted connection 0-6 
1052889 AP State - P2P eDonkey encrypted connection 6-7 
1052890 AP State - P2P eDonkey encrypted connection 7-8 
1052891 AP State Flow - P2P eDonkey encrypted connection 8-F/Flow 
1053131 AP State - P2P eDonkey encrypted connection 1-9 
1053132 AP State Flow - P2P eDonkey encrypted connection 9-F-a/Flow 
1053133 AP State Flow - P2P eDonkey encrypted connection 2-F-b/Flow 
1053134 AP State Flow - P2P eDonkey encrypted connection 5-F-b/Flow 
1053330 AP State Flow - P2P eDonkey encrypted connection 9-F-b/Flow 
1053331 AP State - P2P eDonkey encrypted connection 1-10 
1053332 AP State Flow - P2P eDonkey encrypted connection 10-F-a/Flow 
1053333 AP State - P2P eDonkey encrypted connection 0-11 
1053334 AP State - P2P eDonkey encrypted connection 11-12 
1053335 AP State Flow - P2P eDonkey encrypted connection 12-F-a/Flow 
1053336 AP State Flow - P2P eDonkey encrypted connection 12-F-b/Flow 
1053337 AP State - P2P eDonkey encrypted connection 0-13 
1053338 AP State - P2P eDonkey encrypted connection 13-14 
1053339 AP State Flow - P2P eDonkey encrypted connection 14-F/Flow 
1053340 AP State - P2P eDonkey encrypted connection 0-13-2 
1053376 AP State Flow - P2P eDonkey encrypted connection 10-F-b/Flow 
1053377 AP State Flow - P2P eDonkey encrypted connection 10-F-c/Flow 
1053378 AP State Flow - P2P eDonkey encrypted connection 2-F-c/Flow 
1053379 AP State Flow - P2P eDonkey encrypted connection 9-F-c/Flow 
1053878 AP State - P2P eDonkey encrypted connection 1-10-2 
1053879 AP State - P2P eDonkey encrypted connection 11-15 
1053880 AP State Flow - P2P eDonkey encrypted connection 15-16F 
1054070 P2P eDonkey Kademlia connect via UDP -1 
1054071 P2P eDonkey LowID connect via TCP -1 
1054072 P2P eDonkey connect via TCP -1 
1054073 P2P eDonkey Kademlia connect via UDP -2 
1051904 P2P FastTrack ping communicate via UDP -1 
1051254 P2P FastTrack transfer via TCP -1 
1052734 P2P FastTrack transfer via TCP -2 
1051785 P2P Gnutella ping communicate via UDP -1 
1052039 P2P Gnutella communicate via TCP -1 
1053554 P2P Gnutella-Limewire communicate via TCP -1 
1051212 P2P Gnutella transfer via TCP -1 
1051997 P2P Gnutella-Bearshare transfer via UDP -1 
1052833 P2P Gnutella transfer via UDP -1 
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1053553 P2P Gnutella-Limewire transfer via TCP -1 
1053907 P2P Gnutella-Foxy transfer via UDP-1 
1051783 P2P Gnutella connect via TCP -1 
1052637 P2P Gnutella-Foxy communicate via TCP-1 
1053312 P2P Gnutella-Foxy communicate via TCP-2 
1051792 P2P POCO connect via UDP -1 
1053030 P2P POCO connect via TCP -1 
1053137 P2P POCO connect via UDP -2 
1054141 P2P POCO connect via TCP -2 
1053861 P2P Gnutella-iMesh login TCP -1 
1052638 P2P Gnutella-iMesh connect via TCP -1 
1052639 P2P Gnutella-iMesh connect via UDP -1 
1052717 P2P ClubBox access via TCP-1 
1061810 P2P ClubBox access via TCP-2 
1052694 P2P eDonkey&BT-Vagaa transfer via TCP -1 
1052692 P2P eDonkey&BT-Vagaa access via UDP -1 
1052693 P2P eDonkey&BT-Vagaa access via UDP -2 
1052768 AP State - P2P Share encrypted connection 0-1 
1052769 AP State - P2P Share encrypted connection 1-2 
1052770 AP State - P2P Share encrypted connection 0-2 
1052771 AP State - P2P Share encrypted connection 2-3 
1052772 AP State - P2P Share encrypted connection 3-4-a 
1052773 AP State - P2P Share encrypted connection 3-4-b 
1052774 AP State - P2P Share encrypted connection 3-4-c 
1052775 AP State Flow - P2P Share encrypted connection 4-F/Flow 
1052292 P2P Thunder transfer via TCP -2 
1052681 P2P Thunder transfer via TCP -3 
1052682 P2P Thunder transfer via UDP -1 
1052684 P2P Thunder transfer via TCP -4 
1052808 P2P Thunder transfer via TCP -5 
1052881 P2P Thunder transfer via TCP -6 
1053013 P2P Thunder transfer via TCP -7 
1053016 P2P Thunder transfer via TCP -8 
1053017 P2P Thunder transfer via TCP -9 
1053751 P2P Thunder transfer via UDP -2 
1053296 P2P Thunder access via TCP -1 
1053297 P2P Thunder access via TCP -2 
1053298 P2P Thunder access via TCP -3 
1053299 P2P Thunder access via TCP -4 
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1053253 P2P ezPeer login via TCP -2 
1053358 P2P ezPeer login via TCP -1 
1053040 P2P QQDownload connect via UDP -1 
1053438 P2P QQDownload connect via TCP -1 
1053084 P2P 100bao access via TCP -1 
1053086 P2P GnucleusLAN connect via UDP -1 
1053091 P2P Soulseek login via TCP -1 
1053321 P2P Soulseek connect via TCP -1 
1053093 P2P DAAP iTunes music sharing communicate via TCP -1 
1053095 P2P Gnutella-XNap login via TCP -1 
1053096 P2P Winlop login via TCP -1 
1053098 P2P KCeasy connect via TCP -1 
1052993 P2P Ares access via TCP -2 
1052994 P2P Ares access via UDP -1 
1053862 P2P Ares access via UDP -2 
1054145 P2P Ares access via TCP -3 
1054147 P2P Ares access via UDP -3 
1061807 P2P GoGoBox communicate via TCP-1 
1051253 P2P Kazaa access via TCP -1 
1054152 P2P BT-Vuze communicate via TCP -1 
1054153 P2P BT-Vuze communicate via TCP -2 
1061739 P2P BT-Vuze communicate via TCP -3 
1091635 P2P BT-Vuze communicate via UDP -1 
1051958 P2P Beedo transfer via TCP -1 
1051739 P2P GetRight transfer via TCP -1 
1052079 P2P FlashGet transfer via TCP -3 
1053149 P2P FlashGet transfer via TCP -1 
1053357 P2P FlashGet transfer via UDP -1 
1053150 P2P FlashGet access via TCP -1 
1053360 P2P FlashGet access via TCP -2 
1053100 FILE Badongo transfer-download via TCP -1 
1053407 FILE Badongo transfer-upload via TCP -2 
1053319 FILE Fs2you transfer-upload via TCP -1 
1053320 FILE Fs2you transfer-download via TCP -1 
1051825 MEDIA Windows Media Player media via TCP -2 
1051826 MEDIA Windows Media Player media via TCP -3 
1051827 MEDIA Windows Media Player media via TCP -4 
1051850 MEDIA RealPlayer media via TCP -1 
1052068 MEDIA RealPlayer media via TCP -2 
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1052069 MEDIA RealPlayer media via TCP -3 
1051860 MEDIA WinAmp Player media via TCP -1 
1052070 MEDIA QuickTime media via TCP -1 
1051861 MEDIA Player365 media via TCP -1 
1052287 MEDIA PPTV media via TCP -1 
1052623 MEDIA PPTV media via TCP -2 
1052852 MEDIA PPTV media via UDP -1 
1052858 MEDIA PPTV media via TCP -3 
1052859 MEDIA PPTV media via TCP -4 
1052902 MEDIA PPTV media via TCP -5 
1052903 MEDIA PPTV media via TCP -6 
1053006 MEDIA PPTV media via TCP -7 
1053364 MEDIA PPTV media via TCP -13 
1053365 MEDIA PPTV media via UDP -2 
1053366 MEDIA PPTV media via UDP -3 
1053470 MEDIA PPTV media via TCP -8 
1053472 MEDIA PPTV media via UDP -4 
1053752 MEDIA PPTV media via TCP -14 
1053850 MEDIA PPTV media via TCP -9 
1053851 MEDIA PPTV media via UDP -5 
1053852 MEDIA PPTV media via UDP -6 
1053855 MEDIA PPTV media via TCP -15 
1054159 MEDIA PPTV media via TCP -10 
1061724 MEDIA PPTV media via TCP -11 
1061725 MEDIA PPTV media via UDP -7 
1061730 MEDIA PPTV media via TCP -12 
1061746 MEDIA PPTV media via UDP -8 
1061748 MEDIA PPTV media via UDP -9 
1061749 MEDIA PPTV media via UDP -10 
1061750 MEDIA PPTV media via UDP -11 
1061756 MEDIA PPTV media via UDP -12 
1061757 MEDIA PPTV media via UDP -13 
1061758 MEDIA PPTV media via UDP -14 
1061759 MEDIA PPTV media via UDP -15 
1061760 MEDIA PPTV media via UDP -16 
1061761 MEDIA PPTV media via UDP -17 
1061781 MEDIA PPTV media via UDP -18 
1062349 MEDIA PPTV media via UDP -20 
1062353 MEDIA PPTV media via UDP -21 
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1053108 MEDIA PPTV access via TCP -1 
1053109 MEDIA PPTV access via TCP -2 
1054160 MEDIA PPTV access via TCP -3 
1052285 MEDIA QQLive login via TCP -1 
1052925 MEDIA QQLive media via UDP -1 
1053413 MEDIA QQLive media via TCP -2 
1053414 MEDIA QQLive media via TCP -3 
1053742 MEDIA QQLive media via TCP -6 
1052288 MEDIA Podcast Bar login via TCP -1 
1051859 MEDIA iTunes media via TCP -1 
1052718 MEDIA TVants media via TCP -1 
1052719 MEDIA TVants media via UDP -1 
1053029 MEDIA TVants media via TCP -2 
1052832 MEDIA PPStream media via TCP -1 
1053223 MEDIA PPStream media via UDP -1 
1061762 MEDIA PPStream media via TCP -2 
1061763 MEDIA PPStream access via TCP -1 
1061764 MEDIA PPStream access via TCP -2 
1052917 MEDIA Feidian media via UDP -1 
1052843 MEDIA Feidian access via TCP -1 
1053032 MEDIA Joost login via SSL -1 
1053475 MEDIA KKBox media via TCP -1 
1053220 MEDIA NetShow media via TCP -1 
1053201 MEDIA TVUPlayer media via TCP -1 
1053202 MEDIA TVUPlayer media via TCP -2 
1053192 MEDIA SeeTV access via TCP -1 
1053274 MEDIA UUSee media via TCP -1 
1053275 MEDIA UUSee media via UDP -2 
1053278 MEDIA UUSee media via TCP -2 
1053384 MEDIA UUSee media via UDP -1 
1053474 MEDIA UUSee media via TCP -3 
1053276 MEDIA UUSee access via TCP -1 
1053214 MEDIA SopCast media via UDP -1 
1053270 MEDIA SopCast media via TCP -2 
1053415 MEDIA Sina Video media via UDP -1 
1053416 MEDIA Sina Video media via TCP -3 
1061744 MEDIA Sina Video access via TCP -1 
1061745 MEDIA Sina Video access via TCP -2 
1062444 MEDIA Ooyala login via SSL -1 
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1053471 MEDIA Letv access via TCP -1 
1053381 MEDIA funshion media via TCP -1 
1053382 MEDIA funshion media via TCP -2 
1053039 MEDIA ASFV1 file media via TCP -1 
1061733 MEDIA Sohu TV access via TCP -1 
1053712 MEDIA MP4 file media via TCP -2 
1053195 MEDIA FLV file media via TCP -1 
1053273 MEDIA FLV file media via TCP -2 
1053711 MEDIA Tudou communicate via TCP -1 
1053713 MEDIA Bobohu media via TCP -1 
1052708 MEDIA YouTube login via TCP -1 
1052709 MEDIA YouTube access via TCP -1 
1061732 MEDIA 56.com access via TCP -1 
1052584 MEDIA RM file media via TCP -1 
1052705 MEDIA RMVB file media via TCP -1 
1061778 MEDIA Youku.com media via UDP -1 
1061779 MEDIA Youku.com media via TCP -1 
1053277 MEDIA Youku.com access via TCP -1 
1052583 MEDIA AVI file media via TCP -1 
1052582 MEDIA MP3 file media via TCP -1 
1053302 MEDIA WMA file media via TCP -1 
1052585 MEDIA MOV file media via TCP -1 
1052707 MEDIA WMV file media via TCP -1 
1052706 MEDIA ASF file media via TCP -1 
1061772 MEDIA Streaming Data segement response communicate via TCP-1 
1053417 MEDIA Streaming Data media via UDP-3 
1053473 MEDIA Streaming Data media via UDP-1 
1053853 MEDIA Streaming Data media via UDP-2 
1053854 MEDIA Streaming Data media via UDP-4 
1053865 MEDIA Streaming Data media via UDP-5 
1053866 MEDIA Streaming Data media via UDP-6 
1053867 MEDIA Streaming Data media via UDP-7 
1053868 MEDIA Streaming Data media via UDP-8 
1061782 MEDIA Streaming Data media via UDP-9 
1053085 MEDIA Freecast login via TCP -1 
1050958 MAIL POP3 User login via TCP -1 
1050957 MAIL POP3 PASS communicate via TCP -1 
1050714 MAIL IMAP4 login via TCP -1 
1052736 MAIL Yahoo transfer via TCP -1 



   Product Release Notes 
 

 

1051750 MAIL Yahoo access via TCP -4 
1052580 MAIL Yahoo access via TCP -2 
1054132 MAIL Yahoo access via TCP -5 
1051932 MAIL Hotmail login via TCP -1 
1051933 MAIL Hotmail login via TCP -2 
1052577 MAIL Hotmail login via TCP -3 
1052578 MAIL Hotmail login via TCP -4 
1052984 MAIL Hotmail login via TCP -5 
1052985 MAIL Hotmail login via TCP -6 
1053031 MAIL Hotmail login via TCP -7 
1052735 MAIL Hotmail transfer via TCP -1 
1052830 EXT_SKYPE_LOGIN 
1051698 VOIP Skype requesting for latest version login via TCP -2 
1053314 VOIP Skype login via SSL -1 
1052093 VOIP NetMeeting whiteboard service access via TCP -1 
1052616 GAME QQ/QQFO login via TCP -4 
1052855 GAME QQ/QQFO login via TCP -2 
1052856 GAME QQ/QQFO login via TCP -3 
1061819 GAME QQ/QQFO login via TCP -5 
1052614 GAME Ourgame login via TCP -1 
1053227 GAME Ourgame login via TCP -2 
1053591 GAME Ourgame login via TCP -3 
1052613 GAME cga.com access via TCP -1 
1053271 GAME Realgame login via TCP -1 
1053281 GAME Audition access via TCP -1 
1053232 GAME Bianfeng login via TCP -1 
1053279 GAME BnB access via TCP -1 
1053231 GAME Chinagame login via TCP -1 
1053265 GAME Diablo login via TCP -1 
1053245 GAME Legend login via TCP -1 
1053246 GAME Legend login via TCP -2 
1053260 GAME Lineage access via TCP -1 
1053280 GAME Mhxy access via TCP -1 
1053261 GAME Quake access via TCP -1 
1053229 GAME Sina Web login via TCP -1 
1053272 GAME Sohugame login via TCP -1 
1053249 GAME WoW login via TCP -1 
1053860 GAME QQ Farm access via TCP -1 
1052727 GAME POPO access via TCP -1 
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1049016 TERMINAL PCAnywhere Attempted Administrator login via TCP -1 
1049021 TERMINAL PCAnywhere Failed login via TCP -1 
1049071 TERMINAL PCAnywhere server response access via UDP -1 
1052108 TERMINAL PcAnywhere Access Port-5631 connect via TCP -1 
1053409 TERMINAL PCAnywhere connect via TCP -1 
1051742 TERMINAL VNC communicate via TCP -1 
1053410 TERMINAL MS RDP communicate via TCP -1 
1053303 TERMINAL GoToMyPC login via SSL -1 
1049864 TERMINAL X11 MITcookie connect via TCP -1 
1049865 TERMINAL X11 xopen connect via TCP -1 
1049866 TERMINAL X11 outgoing_xterm connect via TCP -1 
1051126 TUNNEL SoftEther direct connect via TCP -1 
1051807 TUNNEL SoftEther2.0 direct connect via TCP -1 
1052007 TUNNEL SoftEther2.0 direct connect via TCP -2 
1051701 TUNNEL VNN Client login via UDP -1 
1052857 TUNNEL VNN Client login via UDP -2 
1053310 TUNNEL VNN Client login via TCP -1 
1054074 TUNNEL PacketiX VPN connect via SSL -2 
1052290 TUNNEL TinyVPN login via TCP -1 
1053027 TUNNEL HTTP-Tunnel login via TCP -1 
1052604 TUNNEL HTTP-Tunnel connect via TCP -1 
1052668 TUNNEL Ping Tunnel connect via ICMP -1 
1053346 TUNNEL State - Freegate/Wujie login attempt 0-1 
1053347 TUNNEL State - Freegate/Wujie login attempt 1-2 
1053348 TUNNEL State Flow - Freegate/Wujie login attempt 2-F 
1053451 TUNNEL State - Freegate/Wujie login attempt 1-3 
1053452 TUNNEL State Flow - Freegate/Wujie login attempt 3-F 
1053830 TUNNEL FreeGate F4 login via UDP -1 
1053831 TUNNEL FreeGate F4 login via TCP -1 
1053355 TUNNEL Hopster connect attempt 
1053637 TUNNEL GTunnel connect via UDP -1 
1053720 TUNNEL ShowMyPC connect via TCP -1 
1053824 TUNNEL ISL Light connect via SSL -1 
1053825 TUNNEL ISL Light connect via TCP -1 
1053057 TUNNEL TeamViewer communicate via TCP -1 
1053058 TUNNEL TeamViewer communicate via TCP -2 
1053301 TUNNEL Crossloop communicate via TCP -1 
1052289 TUNNEL LogMeIn login via TCP -2 
1052904 TUNNEL LogMeIn login via SSL -1 
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1053283 STOCK DZH login via TCP -1 
1053284 STOCK DZH login via TCP -2 
1053610 STOCK DZH login via TCP -3 
1053707 STOCK DZH login via TCP -4 
1061808 STOCK DZH login via TCP -6 
1061809 STOCK DZH login via TCP -7 
1053282 STOCK 10JQKA login via TCP -1 
1053287 STOCK Dafuxinghangqing login via TCP -1 
1061738 STOCK Dafuxinghangqing login via TCP -2 
1053286 STOCK Qianlong login via TCP -1 
1053285 STOCK RainMain login via TCP -1 
1053611 STOCK Huaan login via TCP -1 
1053612 STOCK Huaan login via TCP -2 
1053738 STOCK QLZQ access via TCP -2 
1053739 STOCK QLZQ_Com access via TCP -1 
1052625 WEB-IM Meebo login via TCP -1 
1053699 WEB-IM Meebo login via TCP -2 
1053700 WEB-IM Meebo login via TCP -3 
1052640 WEB-IM eBuddy login via TCP -1 
1052685 WEB-IM eBuddy login via TCP -2 
1052686 WEB-IM eBuddy login via TCP -3 
1052687 WEB-IM eBuddy login via TCP -4 
1052688 WEB-IM eBuddy login via TCP -5 
1053121 WEB-IM eBuddy login via TCP -6 
1053122 WEB-IM eBuddy login via TCP -7 
1053380 WEB-IM eBuddy login via TCP -8 
1052641 WEB-IM iLoveIM login via TCP -1 
1052642 WEB-IM iLoveIM login via TCP -2 
1053434 WEB-IM iLoveIM-MSN login via TCP -3 
1053435 WEB-IM iLoveIM-Yahoo login via TCP -4 
1053436 WEB-IM iLoveIM-AOL login via TCP -1 
1053437 WEB-IM iLoveIM-Google login via TCP -6 
1062354 WEB-IM ILoveIM-MySpace login via TCP -1 
1053119 WEB-IM MessengerFX login via TCP -1 
1060012 WEB-IM MSN2GO login via TCP -1 
1054114 WEB-IM imo.im login via SSL -1 
1051694 WEB-IM MSN login via TCP -1 
1051695 WEB-IM MSN login via TCP -2 
1051696 WEB-IM MSN login via TCP -3 
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1053118 WEB-IM MSN login via TCP -4 
1053120 WEB-IM MSN login via TCP -5 
1053735 WEB-IM MSN login via TCP -7 
1052019 WEB-IM MSN communicate via TCP -1 
1052020 WEB-IM MSN communicate via TCP -2 
1053694 WEB-IM QQ login via TCP -1 
1051951 WEB-IM AOL login via TCP -1 
1051953 WEB-IM AOL login via TCP -2 
1053341 WEB-IM AOL login via TCP -3 
1052909 WEB-IM koolIM login via TCP -1 
1053443 WEB-IM koolIM-MSN login via TCP -2 
1053445 WEB-IM koolIM-Yahoo login via TCP -3 
1052910 WEB-IM imhaha login via TCP -1 
1052010 WEB-IM ICQ login via TCP -1 
1053325 WEB-IM ICQ login via TCP -2 
1053326 WEB-IM ICQ login via TCP -3 
1052014 WEB-IM ICQ communicate via TCP -1 
1052015 WEB-IM ICQ communicate via TCP -2 
1051949 WEB-IM Yahoo login via TCP -1 
1051950 WEB-IM Yahoo login via TCP -2 
1061728 PRIPROTOCOL QQ series transfer via TCP -1 
1061729 PRIPROTOCOL QQ series transfer via UDP -1 
1061753 PRIPROTOCOL Thunder communicate via TCP -2 
1061755 PRIPROTOCOL Thunder communicate via TCP -3 
1061813 PRIPROTOCOL Thunder communicate via TCP -4 
1060288 SOCIAL Twitter login via SSL -1 
1061627 SOCIAL Twitter access via TCP -1 
1061626 SOCIAL Plurk login via SSL -1 
1061625 SOCIAL Plurk access via TCP -1 
1053858 SOCIAL Kaixin login via TCP -1 
1053317 SOCIAL RenRen login via TCP -1 
1052849 NETWORK NetBIOS SMB Empty Password Failed access via TCP -1 
1050288 NETWORK source route - lsrr connect via ICMP -1 
1050290 NETWORK sourceroute-ssrr connect via ICMP -1 
1051140 NETWORK SoftEther Keep-Alive PING connect via ICMP -1 
1053577 CA Microsoft Authentication via SSL -1 
1062420 CA Yahoo Authentication via SSL -1 
1053019 CA AOL Authentication via SSL -1 
1053048 TUNNEL Handshake Client Hello connect via SSL -1 
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1050960 WEB HTTP upload via TCP -1 
1052232 WEB HTTP download with extension bz2 transfer via TCP -1 
1052233 WEB HTTP download with extension doc transfer via TCP -1 
1052234 WEB HTTP download with extension exe transfer via TCP -1 
1052235 WEB HTTP download with extension gz transfer via TCP -1 
1052236 WEB HTTP download with extension pdf transfer via TCP -1 
1052237 WEB HTTP download with extension ppt transfer via TCP -1 
1052238 WEB HTTP download with extension rar transfer via TCP -1 
1052239 WEB HTTP download with extension rpm transfer via TCP -1 
1052240 WEB HTTP download with extension tar transfer via TCP -1 
1052241 WEB HTTP download with extension xls transfer via TCP -1 
1052242 WEB HTTP download with extension zip transfer via TCP -1 
1052243 WEB HTTP download with extension torrent transfer via TCP -1 
1052643 WEB HTTP download with extension dll transfer via TCP -1 
1052813 WEB HTTP download with extension manifest transfer via TCP -1 
1052814 WEB HTTP download with extension xdap transfer via TCP -1 
1052815 WEB HTTP download with extension deploy transfer via TCP -1 
1052816 WEB HTTP download with extension xps transfer via TCP -1 
1052817 WEB HTTP download with extension xaml transfer via TCP -1 
1052818 WEB HTTP download with extension application transfer via TCP -1 
1061777 WEB HTTP download with extension jpg transfer via TCP -1 
1062439 WEB HTTP download with extension dat transfer via TCP -1 
1051820 WEB Java Applet transfer via TCP -1 
1051821 WEB Java Applet transfer via TCP -2 
1051870 WEB Java Applet transfer via TCP -3 
1052691 WEB login via TCP -1 
1051726 WEB login/Web Post access via TCP -2 
1050955 FILE FTP User login via TCP -1 
1050956 FILE FTP PASS command communicate via TCP -1 
1051008 FILE FTP LIST command communicate via TCP -1 
1050946 FILE FTP transfer-upload via TCP -2 
1052699 FILE FTP passive file transfer via TCP -1 
1052700 FILE FTP active transfer via TCP -1 
1050947 FILE FTP treansfer-download via TCP -1 

Signature update 8.016：Deleted Signature(s):   

1054261 EXPLOIT Oracle Java Runtime CMM readMabCurveData buffer overflow 
1054260 EXPLOIT Mozilla Products nsCSSValue Array Index Integer overflow 
1054262 EXPLOIT Microsoft Office Word sprmCMajority Record buffer overflow 
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1054263 VULN Adobe Shockwave Director tSAC Chunk Parsing Memory Corruption exploit 
1054264 VULN Adobe Shockwave Director PAMI Chunk Parsing Memory Corruption exploit 
1054265 VULN Oracle Secure Backup Administration objectname Variable command injection 
1061752 PRIPROTOCOL Thunder communicate via TCP -1 
1050375 PORN free_XXX 
1050376 PORN hardcore anal 
1050377 PORN nude cheerleader 
1050378 PORN up_skirt 
1050380 PORN hot young sex 
1050381 PORN fuck fuck fuck 
1050382 PORN anal sex 
1050383 PORN hardcore rape 
1050384 PORN real_snuff 
1050385 PORN fuck movies 
1050387 PORN nipple clamp 
1050388 PORN oral sex 
1050389 PORN nude_celeb 
1050391 PORN raw sex 
1050399 PORN naked lesbians 
1053269 MEDIA SopCast login via UDP -1 
1052092 Citrix server access attempt 
1048792 SNMP trap tcp 
1048791 SNMP trap udp 
1048790 SNMP request tcp 
1048789 SNMP request udp 


